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B 61 zdravotnickych zarizeni

B 8 zfizovatelu
H 1 ministerstvo
B 3 univerzity

B 5 dalsich instituci
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BenesSoveé uderil virus, ktery vydira nemocnice i
mésta po celem svété

11. prosince 2019 10:46, aktualizovano 11:35 0 L 4 - {

cesnet

V benesSovské nemocnici pravdépodobné zautocil typ pocitacového viru, ktery dokaze z
provozu vyiadit policii, Gfady i celd mésta. V Cesku novinka, jinde uz b&zna praxe.

/2 Fotogalerie +11

ilustracni snimek | foto: @k3r3n3, Jan Kuznik, Technet.cz https://www.idnes.cz/te

chnet/software/beneso

Provoz benesovské nemocnice zcela narusil pocitacovy virus, ktery v noci y-nemocnice:
ransomware-
napadl nemocni¢ni poclitacovy systém. Nelze spustit Zadny pristroj v€etné paralyzovana-

kryptovirus.A191211 Q
85601 software kuz

pocitacové sité. Nemocnice musi rusit i planované operace. Lékari

N | mE ®modbaviiii nacientv noctartl iako npied nFichodem nocitac”


https://www.idnes.cz/technet/software/benesov-nemocnice-ransomware-paralyzovana-kryptovirus.A191211_085601_software_kuz
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KLATOVSKY VYBRAT
denik.cz mevcn %

TIPY DENIXU

DALl

KULTURA PODNKANI MIMINKA NASI PRVIACH

VYBRAT MESTO ZPRAVY  SPORT CIRNA KNONIMA

A DALSI CLANKY Z RUBRIKY

Horazdovickou nemocnici napadl| hacker, : % ‘
zmizely rentgeny :bbr R st i s

HoraZzdovice - PocitaCovy systém nemochice v HoraZdovicich

nejspise napadl hacker.



https://klatovsky.denik.cz/zpravy_region/horazdovickou-nemocnici-napadl-hacker-zmizely-rentgeny-20180130.html
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¥ Wana Decryptir 2.0

Ce S N et English
"aan"" What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on ]
y Can I Recover My Files?

H12017 16:32:52 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt=.

: But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoins.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoinss,

And send the correct amount to the address specified in this window.

After yvour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am -

SR O .. RN O

51972017 16:32:52

Time Left

- T2

. . Send $300 worth of bitcoin to this address:
About bitcoin b'tco 'n

laaaisi34d | 12t9YDPgwueZ9NyMgws19p7AABisjré SMw |
Huow b buy bitcoing?

Contact Us

Check Payment
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Hrozi hackerské utoky na nemocnice,
varuje kyberurad. O¢ekava je v pristich
dnech

Narodni urad pro kybernetickou a informac¢ni bezpe¢nost varuje

https://zpravy.aktualne.cz/domaci/hrozi-hackerske-utoky-na-nemocnice-varuje-kyberurad-
ocekava/r~98267f407fcf11eaabfbaclf6b220ee8/

pred hrozbou kyberutoku na nemocnice a jiné cile. Lze je podle

né¢j oc¢ekavat v nejblizsich dnech.


https://zpravy.aktualne.cz/domaci/hrozi-hackerske-utoky-na-nemocnice-varuje-kyberurad-ocekava/r~98267f407fcf11eaa6f6ac1f6b220ee8/

Nemocnice
Rudolfa a Stefanie
v Benesové (444
lazek)

FN Brno
(1889 lazek)

12.3.2020

Psychiatricka 27.3.2020
lécebna
Kosmonosy (cca

600 lazek)

FN Ostrava 17.4.2020
(1200 lazek)
FN Olomouc 17.4.2020
(1198 lazek)

Nemocnhice Leden 2021
nasledné péce LDN

Horazdovice
(140 lazek)

Ceskolipska Unor 2022
nemochnice

11.12.2019

Phishing

Phishing

Phishing

Spear phishing

Scanovani sité

Phishing

EMOTET-TRICKBOT-
RYUK (ransomware)

DEFRAY
(ransomware)

DEWAR
(ransomware)

Neni zndm

Neni zndm

(ransomware)

Odstaveni nemocnice
z provozu.
Nefunkénost
nékterych ICT sluzeb.

Odstaveni z provozu.
Nedostupnost dat
pacientd.

Zasifrovani sdilenych
ulozist, doménovych a
aplikacnich diskd.
Ztrata Casti zaloh.

Neuvedeno

Neuvedeno

Neopravnéné pouziti,
poskozeni a smazani
dat

59 miliond K¢&

Radoveé stovky milion( K¢

Neni zndmo

Neni zndmo

Neni zndmo

150 000 K¢
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MINIMALNI BEZPECNOSTNI
STANDARD

podpurny matend! pro subjekty, kterd nespadaji pod 25kon o kyberneticke bezpednosti

NUKIB

O) NAKIT

https://www.nukib.cz/download/publikace/pod

L ] .
purne_materialy/2020-07-17_Minimalni- o TR o
5 .7 sees ssss MINISTERSTVO VNITRA
bezpecnostni-standard_v1.0.pdf cesssssss CESKE REPUBLIKY

Verze 1.0, platna ke dri 17, éervence 2020


https://www.nukib.cz/download/publikace/podpurne_materialy/2020-07-17_Minimalni-bezpecnostni-standard_v1.0.pdf
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https://allcore.ca/blog/what-does-managed-it-services-mean-to-you/



https://allcore.ca/blog/what-does-managed-it-services-mean-to-you/
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https://knowyourmeme.com/photos/1032935
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cesnet REAKTIVNI TYM

IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES
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cesnet DUVODY VZNIKU

B Vyrazny narust kybernetickych atoku na zdravotnicka zatizeni.

B Velké rozdily v urovni IT podpory a potiebami jednotlivych
zdravotnickych zafizeni.

B Chybi sdilena vize, jak vyuzit vyhody digitalnich technologii k
transformaci zdravotnictvi.

Problematika kybernetické bezpecnosti je ve
zdravotnictvi zasadné

personalné a finan¢né podhodnocena



cesnet DUVODY VZNIKU

B Vyrazny narust kybernetickych atoku na zdravotnicka zatizeni.

B Velké rozdily v uarovni IT podpory a potiebami jednotlivych
zdravotnickych zarizeni.

Problematika je

personalné afinancné-podhodnocena



cesnet CiL hsocC

vznik komunity, ktera zvysi pocet poskytovatelu zdravotnich sluzeb

provozujicich bezpeéné informacni technologie s dostatecnym
technickym a personalnim zazemim.

B Kooperace na budovani kybernetické bezpecnosti ve zdravotnictvi

B Cile a aktivity iniciativy jsou shrnuty v memorandu

https://hsoc.cesnet.cz/



https://hsoc.cesnet.cz/
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KOMUNITNI RIZENI,
TRANSPARENTNOST




cesnet

)

Best-practices workshop: Zdravotechnika a vzdalené
pristupy
Termin: 23.2.2022,10:00 - cca 12:00

Misto: online, pozvanka zaslana do listu HSOC-WG, HSOC-MAN, HSOC-TECH

Ucastnici: nameéstci a vedouci, architekti systému a bezpecnosti, spravcel ICT systému

Cilem workshopu je sdileni dobré praxe (best-praclices) a8 know-how mezi nemocnicemi.

Prehled aktivit HSOC

Do aktivity je aktualné zapojeno 56 zdravotnickych organizaci, 8 zfizovateld, 3 univerzity, 1
ministerstvo a dalSich 5 instituce. /15, 2, 2022/

13. 4. 2022 - jednani s MZCR
11. 4. 2022 - prezentace Bezpeénostni aspekty digitalni mediciny na konferenci |

igital medicing summit 2022

23 3. 2022 - workshop: A ektura - kybemeticka bezpeénost nemaocni
2. 3. 2022 - 3koleni Monitorovaci a bezpeénostni nastroje

28, 2. 2022 - jednani HSOC na Mmlslerstvu zdlavolmctw

23. 2. 2022 - workshop Zdravolechnika & [

» 22.2.2022- Oblastni nemocnice Miada Boloslav, a.s. pfepopena do sité HSOC.

22. 2. 2022 - prezentace na |CT ve Zdravotnicty

0212022 - Informace o delekc a eliminacl anomalniho provozu v hSOC-VRF

3. 2. 2022- Krajska nemocnice T. Bati ve Zliné prepojena do sité HSOC,

2.2.2022 - jednan| hSOC s MZ 5 NUKIB

15. 11. 2021 - prezentace na setkani Metamorfosa 2021 - bezpeéné zdravotnictvi

4. 11. 2021 - prezentace na eGovernment - Setkani informatik( krajd, Plzen

6.-7.10. 2021 - Seminai Ransomware + vyjezdni jednani HSOC, Jihlava

4.-5.10. 2021 - Health Czech 2021, NUKIB, Brno

1. 10. 2021 - uc€ast na jednani skupiny ManaZeru kybernetické bezpeénosti nemocnic
(iniciované NUKIBem)

30. 9, 2021 - Jednanl pracovni skupiny MZ pro Standardy kyberetické bezpecnosti ve

zdravotnictyi

2.9. 2021 a 9. 9. 2021 - Workshop: best-practice eGOV SO

8. 9. 2021 - Prezentace Pelr Pavlinec na akci e-government 20:10, Miky
22.7.2021 - jednanl MZCR

22.7. 2021 - Workshop: best-practices #3 - SIEM

16. 7. 2021 - zalozenl pracovni skupmy MZCR k Bezpeénostnim standardim ve
zdravotnictvi

30, 6. 2021 - zapojeni nemacnic Stfedoteského kraje do HSOC

30. 6. 2021 - Prezentace HSOC na setkani Nemocnic Pardubického kraje

29 6. 2021 - Metamorfosa 2021 - Nutné kroky k bezpetnému zdravotnicty

erut ch na nemocnice



cesnet

KONKRETN{ AKTI\




cesnet KOMUNITA



https://knowyourmeme.com/photos/1032935

ceshet POC: KOMUNITNI DISTRIBUOVANY

SOC/CSIRT TYM

1. Distributed community SOC
- establishment of the SOC/CSIRT team X
- setting the internal team rules and processes X

- setting the external rules and processes for cooperation with other CSIRT teams
- hSOC team operation

A | A
4
LA
LA

2. Define cybersecurity standards and best-practices for health sector XXX

3. Education and training (workshops) X X X

4. Conclusions and recommendations (case study) X
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cesnhet SDILENE SLUZBY

B Sdilené sluzby - sdilené kapacity
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cesnet DALSI AKTIVITY

Podpora a zapojeni NUKIB, NAKIT, OHA MVCR, ...
Standardy a architektura

PoC: komunitni distribuovany SOC/CSIRT tym

Neverejné sité eGovernmentu
Sluzby

m Zalohované pfipojeni

m hSOC-VRF

m Monitoring a bezpecnostni nastroje
O

-

Disaster recovery

SOC CESNET
B Best-practice sharing
B Emergency komunikacéni kanal
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Flow-Cnt-Drop: sums/time steps, 22/02/09 00:00:00-22/02/11 00:00:00, value per 1 hour, cumulative

Summary

In graph 78.051 Mflows | 99.58% 3 HETous
Rest of results  0.328 Mflows ~ 0.42% 3 [iElons
Total 78.379 Mflows  100.00% 5 MElous

4.500 Fflows

2.530 Mflows

1.920 Mflows

0.960 Mflows

0 Mflows

220208 12130 100 '

220208 Q030 00 -
22209 0213000 -
220208 04 130 100 -
22209 06130100 [
220208 0530 00 -
220209 1030100 -
22209 141350100
22208 16130 100
22209 151350100
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220200 Q30 00
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220 Q6150100
22020 05 130 100
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220 22150100

Src-IP Src-GeolP Flow-Start Flow-End Bytes-measuredBytes-estimated Pkts-measured Pkts-estimated  Flow-Cnt FIow—Cnt—Dmgl
22/02/09 11:31:00.000 | 22/02/10 08:50:48.000 794.470 MB 794.470 MB 19.597 Mp 19.597 Mp § 19589981 19502770
22/02/09 11:29:52.000 @ 22/02/10 07:54:28.000 791.902 MB 791.902 MB 19.691 Mp 19.691 Mp b 19684338 19599917
22/02/09 11:32:20.000 @ 22/02/10 08:50:48.000 781.825 MB 781.825 MB 19.283 Mp 19.283 Mp § 19276531 19150845
22/02/09 11:31:30.000 @ 22/02/10 08:50:42.000 780.890 MB 780.890 MB 19.257 Mp 19.257 Mp | 19250179 19163519

|V |V |V
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|/ '1 MINISTERSTVO ZDRAVOTNICTVI
e - CESKE REPUBLIXY

Milan BLAMHA
ndméstek ministra pro informaéni a komundaind technologie
|

Praha 4, biezna 2022
MZDR 8118/2022-1/1KT

*MZDRXOTJPHTT*

MZDRX01IPHTT

VaZena pani feditelko, vaZeny pane fediteli,

obracim se na Vas v souvislosti s ¢innosti komunitni platformy hSOC, ktera ma za cil
zvysit pocet poskylovateld zdravotnich sluZeb provozujicich bezpecné informadcni
technologie s dostatecnym technickym a personainim zazemim v oblasti kybernetické
bezpednosti

Ministerstvo  zdravolnictvi zapojeni daisich poskytovatell zdravotnich  sluzeb
do komunitni platformy hSOC podporuje a sdili vizi spoéivajici ve vyuZiti sdilenych
védomosti, znalosti a infrastruktury sméfujici k zvySenl kybernetické bezpeénosti
poskylovatel zdravolnich siuZeb.

Informace o teto platforme |jsou Kk dispozici na webove strance nhitps://hsoc

Hiavni mySlenkou je vytvofeni bezpecné komunikacni infrastruklury mezi nemocnicemi,

lep3i zabezpedeni plipojeni k vefejném internetu, nastaveni bezpeénostniho monitoringu

prok, soMnt Kncwsnow'a poskysovi salenieh (oo sasppravessns. N1ELS://soc.cesnet.cz/
varovani, Platforma hSOC propojuje poskytovatele zdravotnich sluZeb s cllem zvyseni 1
egorme 506 propolule posky i media/cs/2022-03-
kybernetické bezpeénosti zejména
04-mzcr-hsoc-
« organizovanim komunity odborniku na IT a kybernetickou bezpecnost,

« poskytovanim sdilenych (distribuovanych) slu2eb, | ette r Of Su p p O rt’ pdf

« sdlienim Informaci o incidentech a koordinaci systému vCasné vystrahy pied

kybernetickymi hrozbami,

EEE "N | u « spolectnym budovanim bezpetné ICT Infrastruktury (napf. hSOC VRF a).), 'R EEEE T | u u EEEE TN | EEEE


https://hsoc.cesnet.cz/_media/cs/2022-03-04-mzcr-hsoc-letter_of_support.pdf

cesnet

Navrh
SMERNICE EVROPSKEHO PARLAMENTU A RADY

o opatrenich k zajisténi vysoké spolecné urovné kybernetické bezpecnosti v Uniia o
zruseni smérnice (EU) 2016/1148

https://eur-lex.europa.eu/legal-
content/CS/TXT/HTML/?uri=CELEX:52020PC0823&from=EN



https://eur-lex.europa.eu/legal-content/CS/TXT/HTML/?uri=CELEX:52020PC0823&from=EN

cesnet NIS A NIS2

NIS covered sectors NIS2 expanded scope

B NIS predpokladal, ze nékteré

organizace nejsou zavislé na ICT I ﬂ
B Soucasnad odvétvi jsou zachovana a @ g Ootoh serves ch on.

jsou pridana odvétvi dalsi e
B Identifikace aregulace dopadnena 7 rancgoment

organizaci jako celek, nikoli na i

systém, na némz je zavislé fungovani

zékladni sluzby AL oo

&
LAY
Digital Infrastructure /\ Foods

s o8

Digital Service Providers ol 1 1lol Public administration

L EEEN H_EEEN EEEER _EEE_BEN m_NmI L2 ==
| BB | BE B N | [ | [ ] Bl B



Sectors covered by NIS 1 Sectors covered by NIS 2 proposal

Ce S n et *Operators of essential services” category “Essential entities” _
T am

EEE All sectors from NIS 1

Healthcare providers Additional health-related services - including
pharma, some medical device manufacturers,
researchers

Digital infrastructure - IXPs, DNS services, TLD | Additional digital infrastructure services - cloud

registries) computing services, data centers, CDNs, network
providers

Drinking water Waste water

Transport Space

Financial market infrastructure Public Administration

Energy

Banking

*Digital service providers” category “Important entities"_

Online marketplaces Online marketplaces

Online search services Online search services

Cloud services _ VSociaI networking services
Food production & distribution https://www.rapid7.com/blog/post/20

21/04/20/overview-of-the-eus-draft-
nis-2-directive/

Postal services

Waste management

Chemical manufacturers

Manufacturing - medical devices, electronic
products and equipment, machinery, vehicles and

N EEEE [ transport equipment EEN HE _ EEEE EEEE
m m B 0w 0|



https://www.rapid7.com/blog/post/2021/04/20/overview-of-the-eus-draft-nis-2-directive/
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