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ftas-soc — flow-based monitoring VRF

m dedikovany L3 flow-based monitoring pro VRF

m pro IH, detektory anomalii mezi VRF a vnéjsim svétem
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ftas-soc — flow-based monitoring VRF

m ex-post analyza provozu, Ul (provoz pres perimetr

cesnet  ppag Query

ftas HSOC-VRF

...version 20.10 (v1-9, FlexNF, IPFIX, NSEL, sFlow), Tom Kosnar, CESNET a.l.e.
Query Viewer

System Statistics Configuration Help and Info

Objects Selection ..7

Flow Data Source
HSOC-VRF @ R
HSOC-VRF @R
Traffic Filter (generic)

Use —+

XXX detected @ HSOC-VRF border, source IPs

Filter | ...any object bype A sing[ Jinname..

Gbjects information —+ | standard |

hsoc-vrf

..version 20.10 (v1-9, FlexNF, IPFIX, NSEL, sFlow), Tom Kosnar, CESNET a.Le.
Help and Info

ft a‘;"'e' FTAS Query
HSOC-VRF

Objects Selection ..7

Query Viewer System Statistics Configuration

HSOC-VRF @ R

HSOC-VRF@R.__

Traffic Filter (generic)

XXX detected @ HSOC-VRF border, source IPs

Filter | .any object type. ~ . string in name..

Flow Data Source I

Use =

Objects information | standard_+]

d Objects Informat

id=11
type=Flow Data Source

Selected Objects Information Object |Active Data
Object Active Data nsoc-viF @ R PRIMARY - table size=10 minutes, history=183 days, aggregation=none
nsoc-viF @ Rl PRIMARY - table size=10 minutes, history=183 days, aggregation=none id=11 Oldest data table: 2020/11/11 12:40:00 ...real history ~ 14 days

Oldest data table: 2020/11/11 12:40:00 ...real history ~ 14 days

nsocvrr @ Rl
id=9
type=Flow Data Source

PRIMARY - table size=10 minutes, history=183 days, aggregation=none
Oldest data table: 2020/11/11 09:40:00 ...real history ~ 14 days

type=Fiow Data Source
HSOC-VRF @ R|

id=9

type=Fiow Data Source

PRIMARY - table size=10 minutes, history=183 days, aggregation=none
Oldest data table: 2020/11/11 09:40:00 ...real history ~ 14 days

Query Parameters ..?

uery Parameters .

Fields to store in results ..?

Flow Src/Dst Fields

Sr(—IP

SYC-PGIT
Src-ifindex Dst-ifindex
Ingress-VRFID Egress-VRFID
Src/Prev-AS Dst/Next-AS
Src-Bitmask Dst-Bitmask

Flow Common Fields e
Flow-Direction ' TCP-flags
FWD-Status Nexthop

Prntn(nl Flow Data Source
TOS-flags

Time, Value and Count Fields L

Briow-start Srkesmeasured

low-End Pkts-estimated
Beytes measured EFiow-cnt

Bytes-estimated

Aggregation —‘ ‘group by' clause applied on each source data table (depends on 'selected fields' and 'table size' values).

Fields Query Condition - Simple Form ..7 ...you can switch to 'generic’ | condition form)|

Query traffic (in form below) @ from Source to Destination | bidirectional | from Destination to Source

Source relation Destination
IP address
Service Port
AS Number
Interface Index|
VRFID
Protocol TCP-flags TOS-flags

255 ack critic_ecp FWD-Status

ax.25 I fin flash I

dccp push high_relibility
Query Condiion Sae condoonas Conditon

Time Parameters ..7

km minutes

| - lnow GMT time cut flows at time interval border
_.optional sub-aggregation period {comresponding with single value in graphs) in secands — .2

...optional data table sampling {must be integer value); will be auto-corected to query at least 3 data tables =[1__ .7

Fields to store in results ..? ® U [|Query Condition - Generic Form ..?
Flow Src/Dst Fields [ ]
Bsrcp Sost1p
&src-port @ost-port
Src-ifindex Dst-ifindex
BingressvrRrip  Megress vRFID
Src/Prev-AS Dst/Next-AS
@srcpitmask  pst-pitmask
Flow Common Fields [ ]

...you can switch to 'simple’| condition form

Conditions for ‘Source’,‘Destination’ and ‘Common’ flow fields ('WHERE clause’). ..?

Eriow-Direction
&rwo-status
Protocol
&ros flags
Time, Value and Count Fields @

CP-flags
Bnexthop
Flow Data Source

Conditions for value and count fields {*HAVING clause’). .

Eriow-start Epkts-measured
Flow-End Pkts-estimated
Bytes-measured @ Flow-Cnt
Bytes-estimated

Query Condition
Management

Save condition as [condition

Time Parameters .

10 minutes | - lnow GMT time cut flows at time interval border
..optional sub-aggregation period (corresponding with single value in graphs) in secands — ..?
...optional data table sampling (must be integer value); will be auto-corrected to query at least 3 data tables — “?

Aggregation ﬂ 'group by’ clause applied on each source data table (depends on 'selected fields' and 'table size' values)... .7

uery Processing .7

Query Processing ..

Run New Query —+

Max. duration | 30 seconds
Max. count | 20000 records

Background processing Query name ('Run New Query' only)
Notify to (e-mail) | [ J

Background processing Query name ('"Run New Query' only)

Notify to (a-mail) [

Run New Query —

Max. duration | 30 seconds
Max. count | 20000 records




ftas-soc — flow-based monitoring VRF

m ex-post analyza provozu, Ul

Query Condition - Generic Form ..? ...you can switch to 'simple' co

Conditions for ‘Source’, ‘Destination' and 'Common’ flow fields ('WHERE clause’). ..?

proto=6 and tcp flags=2 and tcp_ flags<=16 and pktlen<128

and src_ip=0.0.0.0-255.255.255.255,:: -ffff . fHff.Ffff FEFf . FEfFofFefFiefFFFF
and src_ip<>www.cesnet.cz,195.113.0.0/24 and dst ip<>www.seznam.cz

or

proto=17 and src_port=8,19,53,161,389,11211 and pktlen>186@

I Pkts-

o = |Direction| FWD-Status Src-IP Dst-IP Protocol | Src-Port Dst-Port , SIe- iflndex TOS-flags | TCP-flags Syltes— estimated Flow-Data-Sou
iflndex estimated
1. ingress | Forwarded 36.68.8.x 195.113.x.x | tcp (6) | 63551 http (80) 384 156 | 00000000 @ syn(2) 180.000B @ 3.000 p | HSOCVRF @ R
2. ingress | Forwarded 103.249.95.x 185.8.x.x tcp (6) | 60902 ssh (22) 384 156 | 00000000 | syn(2) 180.000B @ 3.000p | HSOCVRF @ R
5k ingress | Forwarded 24.0.34.x 185.8.%.% tcp (6) | 50248 ssh (22) 384 156 | 00000000 | syn(2) 180.000B @ 3.000p | HSOC-VRF @ R
4. ingress | Forwarded 125.42.98.x 185.8.%.% tcp (6) | 59121 http (80) 384 156 | 00000000 | syn(2) 180.000B @ 3.000p | HSOC-VRF @ R
5. | ingress | Forwarded 185.8.14.% 185.8.x.x tcp (6) | 57593 microsoft-ds (445) 384 156 | 00000000 | syn(2) 152.000B | 3.000 p | HSOC-VRF @ R
6. | ingress | Forwarded 125.163.161.x | 185.8.x.x tcp (6) | 51541 microsoft-ds (445) 384 156 | 00000000 | syni2) 152.000B | 3.000 p | HSOC-VRF @ R
7. ingress | Forwarded 180.245.53.x 185.8.%.x tcp (6) | 65323 microsoft-ds (445) 384 156 | 00000000 @ syn(2) 152.000B @ 3.000 p | HSOCVRF @ R
B. ingress | Forwarded 49.36.135.x 185.8.x.x tcp (6) | 63412 microsoft-ds (445) 384 156 | 00101000 @ syni(2) 152.000B @ 3.000 p | HSOCVRF @ R
i ingress 180.245.53.x 185.8.x.x tcp (B) | 60455 microsoft-ds (445) 384 156 | 00000000 @ syni2) 152.000 B @ 3.000 p | HSOCVRF @ R
10. | ingress 9 19 i 25 8 o (6 009 microeoftde (44 B4 G 00000000 u Qo0 B 000 p HSOCWRE @ R
11. | ingress \ \ R
12. | ingress o | Dst-IP Protocol | TOS-flags | TCP-flags Bytes-estimated | Pkts-estimated | Src-IP-Cnt | Src-Port-Cnt | Dst-Port-Cnt (£
13. | ingress 1.] 1858.x.x tcp (6) 10100100 | syn(2) 254,132 KB 5776 Kp 19 29 1006 PF
1‘; ::EEE 2.| 185.8.x.x tcp (6) | 10110100 | syn(2) 1.936 KB 37.000 p 19 27 18 m:
16. | ingress 3. 185.8.x.x tcp (6) | 10101100 | syn(2), rst(4) 1.900 KB 42.000 p 25 28 15 b&
17. | ingress 4. 1858.x.x tcp (6) 10101100 | syn(2), rst{4) 1.672 KB 35.000 p 18 20 11 pF




ftas-soc — flow-based monitoring VRF

m detekce anomalii, automat (provoz pres perimetr hsoc-vr)

m pouze “sitova vrstva” ~ L3-L5 - co lze z principu odvodit z obsahu provoznich
informaci

Anomaly & security detections

flow_count filter=src_ip

flow_count filter ipv4 bitmask=30

flow_count filter limitl=((matching pkts portion>90% or matching_octets _portion>90%) and
matching _pktrate>=2) or matching_pktrate>100

flow_count filter limit2=matching_pktrate>=_2 or (matching pktrate>=_2 and (dst_ip_cnt=1 or
dst port cnt>1 or src_port cnt>1))
flow_count filter_ evaluation_delay=60
flow_count filter evaluation_delay max=300 —— p—— =
flow _count filter use statist values=1 use_fields_aggregate_time= E-I
flow_count filter fragment_flows=1

Anomaly & security notifications (email)

flow_count filter_notify=1
security_or_flow_count_notify_required duration=20/0.7
security or flow count notify to=IEEEEesnet.cz
security_or _flow_count_notify tti=60

security_or_flow_ count_non'fi end of anomafﬁ— 1 Filtering conditions
X-FTIAS-Report-Handling=1 filter_condition=[proto=6 and tcp_flags=[lknd tcp flags<>and flow_direction=0]
security_or_flow_count_notify_record count=100 flow source=[HSOC-VRF @ R HSOC-VRF @ Hi i




ftas-soc — flow-based monitoring VRF

m notifikace detekovanych anomalii

B overview subject: 195.178 /30 (srciP) - [l etected @ HSOCVRF border, source IPs’ - 140. CONT.
Date: Thu, 26 Nov 2020 13:23:33 +0100 (CET)

Notification : 195.178 3o (src-1p) - ' detected @ Hsoc-vRF border, source 1Ps'
Handling : none
Events : 5535 events detected (42x since last notification)

summary, overview

Duration : 11124.653 seconds within 2020/11/26 10:16:43 - 2020/11/26 13:22:07
Data sources : HSOC-VRF @ R

Flows : 2194.568 Kflows, 0.197 Kflows/s, no drops

Pkts : 2195.163 Kp, 6.197 Kp/s, no drops

Bytes : 96.585 MB, 0.069 Mb/s, 43.999 Bpp, no drops

Current event

Duration : 19.920 secon ithin 2820/11/26 13:21:48 - 2020/11/26 13:22:07
Data source : HSOC-VRF @ Ri:

Flows : 390 flows, 19.578 flows/s, no drops

Pkts : 391 p, 19.629 p/s, no drops

Bytes : 17.2 KB, 6.908 Kb/fs, 43.99 B no drops

Src-IP/2 : 195.178 N 195.1?3.ﬂ

Dst-IPf1 : 185.8.161.138

Protocol/1 : tep

src-Port/8 : 46196, 46197, 47983, 48239, 48240, 50565, 50566, 50567

Dst-Port/64+ 4, 26, 32, 212, 497, 1027, 1637, 1040, 1044, 1074, 1082, 1086, 1089, 1151,
1244, 1259, 1272, 1594, 1687, 1721, 1875, 2005, 2020, 2100, 2105, 2126, 2492, 2525, 3005, 303
3493, 3659,...




ftas-soc — flow-based monitoring VRF

m notifikace detekovanych anomalii

m odkazy pro vyhledani v Ul, vzorek provozu

Link to FTAS UI -> 'detector data only' query (valid 10 days, no quarantee that you have access there):
https: //ftas-hsoc.cesnet.cz/ftas/stat.pl2go2-88a0056eae5e3b5h98483165a174308950acabd06927bc2532227echbee38849
Link to FTAS UI -> 'Flow Source data' query (valid 10 days, no quarantee that you have access there):
https://ftas-hsoc.cesnet.cz/ftas/stat.pl2qo2-88a0056eae5e3b5ho8483165a17430892468fe1a6610606bf53a5db9484113b7

Sample of corresponding traffic information (100 records max.):

Forwarded, ingress: 195.178 tep(6) /50565 --» 185.8. tep(6)/32 + 44/44 B, 1/1 p, 44 Bpp, 12:21:48[CNT], 13:21:48[CET +0100], +0.000000 5, tos=00000000, tcp flagsi
Forwarded, ingress: 195.178 tep(6) /46197 --» 185.8. tcp(ﬁ)/lﬁS? 44/44 B 1/1 p, 44 Bpp, 12:21:48[GNT], 13:21:48[CET +0100], +0.000000 s, tos=00000000, tcp flags
Forwarded, ingress: 195.178 tcp(6)/50566 --» 185.8. tcp(ﬁ)/eklogln 2105): 44/44 B, 1/1 p, 44 Bpp, 12:21:48[GMT], 13:21:48[CET +0100], +0.000000 S, tos=00000000,

Forwarded, ingress: 195.178 tcp(6)/50566 --> 185.8. tep(6)/32 + 44/44 B, 1/1 p, 44 Bpp, 12:21:48[GNT], 13:21:48[CET +0160], +0.600000 5, tos=00600600, tcp flags:
Forwarded, ingress: 195.178 tep(6)/46196 --> 185.8. tcp(6)141511 44/44 B, 1/1 p, 44 Bpp, 12:21:4B[CMT], 13:21:48[CET +0100], +0.000000 5, tos=00000000, tcp flag
Forwarded, ingress: 195.178 tcp(6) /50567 --> 185.8. tep(6)/32 + 44/44 B, 1/1 D, 44 Bpp, 12:21:48[GMT], 13:21:48[CET +0100], +0.000000 s, tos=00000000, tcp flags
Forwarded, ingress: 195.178 tcp(6)/50565 --> 185.8. tcp(6)11154 44/44 B 1/1 p, 44 Bpp, 12:21:48[GMT], 13:21:48[CET +0160], +0.000000 s, tos=00000000, tcp flagy
Forwarded, ingress: 195.178 tcp(6) 50565 --> 185.8. tcp(6)/5800: 44/44 B, 1/1 p, 44 Bpp, 12:21: 48[GMT] 13:21: 48[(ET +0160], +0.808000 5, tos=00008000, tcpu




ftas-soc — flow-based monitoring VRF

m regulace provozu, +notifikace

L o N o o NS m oo oo o nm oo mnnnmas
# EXAFS traffic control for this detector: ACTIVE mode =
# will add 1 'rtbh' rules to community 'RTBH wrf Nemocnice' (id=4) - configured=0, limit=2 =
# RTBH rule added =
# ipv4 : 195.178 . =
# ipv4 mask : 30 #
# expires : 2020/11/26 14:10 =
# comment : FTAS - src_ip=195.178 .| dctected @ HSOC-VRF border, source IPs i
# (detector_1d=7) #
# community : 4 =
e e e e e e e e e e e e e e e e e e e e e

All RTBH rules that you can modify

IP adress (v4 or v6) Community Expires = User Edit

195.1?8.;‘ 30 RTBH vrf Nemocnice 2020/11/26 14:10 FTAS E n n
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m aktuadlni stav, k Feseni do budoucnosti

m pristup k Ul — komunitni CSIRT ?
m provozni Udaje celé VRF
m nestrukturované (jinak to nedava smysl) ... GDPR
m feseni flow-based monitoringu pro konkrétni organizace ?

= mimo tuto instanci systemu



ftas-soc — flow-based monitoring VRF

m L3 flow-based monitoring provozu organizace pro zajemce

m  pokud nemate svUj vlastni monitoring

m informace o provozu organizace (zpravidla na perimetru, lze detailnéji)

m bez ohledu na to, kde a ke komu jsou pfipojeni

B moznost zpracovani, uchovani a zpfistupnéni provoznich informaci systémem FTAS

m ve vhodné instanci systému
m v e-infrastrukture
m nékde jsou k dispozici krajské instance (po dohodé s IT kraje)

m samostatna instalace na vlastnim HW uzivatele
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